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02: Overview

B |Introduction
What TICKET |Is and Does

= Motivation -- Why TICKET?

Trends, Other approaches, Pros & Cons

m Implementation Overview
Infrastructure, Methodology, Configurations

m Grungy Implementation Details -- API
Algorithms, data collected

B Performance evaluation
Experiments, configuration, hardware

® Results
Comparison with TCPdump/libpcap

m Closing
Questions?



03: Whatis TICKET?

A minimal kernel-level API designed for
high-resolution networking tasks

m Implemented using Linux 2.2 and 2.4 series

kernels

Removed superfluous code
Wrote new packet handlers

m Completely kernel-level; no user <-> kernel
context switches

m Soft Real-Time with high-resolution timers
WIll discuss in "Grungy details™



04: What can TICKET do?

m Traffic Collection

Nanosecond granularity
The focus of this paper and talk
In practice, tested up to 1.6 Gigabits/second.

B VWAN Emulation

Works for bandwidth*delay up to memory in machine
In practice, tested up to 200ms delay on 1 gigabit link.

m Network Flooding (DoS simulation)
Easily brings our firewall to its knees.

B L imitations resolve to

PCIl bus (Even 64-bit 66-Mhz)

Card capabilities
Lack of memory, processor, 802.3x 'flow' control.



05: Other approaches

wWhy not use... Different goals means
different design decisions!

m libpca
beap m Expense ($)?

¥ raw sockets
B Kernel-User

Packet copies?

mic Context switches?
m iptables/ipchains m Latency
Timers?
Buffering?
m netlogger
m Competition
B custom hardware Users?
Processes?
H--- N
m Scalability?

What do you optimize for?






