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Abstract

TCP congestion control methods seriously and unnec-
essarily harm performance of network transmissions when
used in dedicated clusters and grids. We present a simple
method in which congestion control can be disabled un-
der appropriate circumstances while still addressing fair-
ness issues and avoiding congestion collapse. We discuss
a Linux-based implementation of this “Rude TCP”1 and
demonstrate the performance benefits this change provides
over one and ten gigabit Ethernet links in Linux – showing
a factor of 20 improvement in some cases.

Keywords: TCP, congestion control, flow control, high-
performance networking, wide-area network, Ethernet.

1. Introduction

The Transmission Control Protocol (TCP) [2, 4, 9] con-
tains provisions for congestion control; that is, it perceives
certain events as evidence that the network is overloaded,
and reduces its send rate to compensate. This method was
devised after the well-publicized congestion collapse in the
early 1980s [23].

Unfortunately, in most cluster environments and some
grid environments, the methods used to detect and respond
to congestion are not necessarily appropriate. This paper
describes a method to disable congestion control in lim-
ited circumstances; while retaining fairness and avoiding
the possibility of congestion collapse it improves perfor-
mance by significant amounts. A real-world Linux imple-
mentation (to be released under the GPL) is used to provide
experimental results.

Our tests were conducted on high-end cluster hardware
with one and ten gigabit Ethernet technology. Though the

1We originally called this “Evil TCP” but chose to rename it after the
April 1st definition [3] of the Evil Bit in the IP header.

focus of this paper is to demonstrate the relative perfor-
mance increase of Rude TCP (a modified TCP Reno) over
stock TCP Reno, the absolute performance results using this
hardware will be of interest to the community as well. In ad-
dition to Ethernet being a ubiquitous legacy technology that
allows new 10-Gigabit Ethernet (10GigE) hardware to be
”dropped in” without any substantial infrastructure changes,
the performance of 10GigE compares well to Quadrics [25],
Myrinet [10], and InfiniBand [20].

In Section 2 we discuss TCP congestion control and its
effects in more detail to motivate the rest of this paper. In
Section 3 we discuss the Linux implementation and use of
Rude TCP. We then discuss our experiments and results in
Sections 4 and 5. Lastly we discuss related work in Section
6 before concluding in Section 7.

2. Motivation

In today’s high-performance computing & networking,
clusters and grids are everywhere. To minimize complexity,
many of these use TCP/IP to communicate. This is partic-
ularly true when communicating between nodes over wide-
area networks (WANs) as when doing remote visualization
or sharing large data sets between collaborators.

These network links are often characterized by being
dedicated (unshared) and by having some quality of ser-
vice guarantees. The network transmissions are typically
long term, bulk data transfers. In this case, TCP congestion
control is not required and will hurt performance by over-
reacting to packet loss. In the following circumstances, it
should be obvious that congestion control is not required:� when on a dedicated link� when the “fair share” of the link is known and we

transmit at that rate� when an upper or lower layer protocol provides qual-
ity of service (such as ATM) or congestion controlled
(such as RealNetworks [8]) transmissions



We propose giving users the ability to turn off TCP con-
gestion control in constrained circumstances. If done prop-
erly (in the circumstances listed here), it will not lead to
congestion collapse and will be perfectly fair to the net-
work. More importantly, we discuss a few simple and ef-
ficient ways in which malicious users of this functionality
(those trying to turn off congestion control inappropriately
in shared networks) can be kept from harming the network.

2.1. Benefits of TCP/IP and Ethernet

Ethernet is the most widely used networking technology
in the world due to its low cost, simplicity, ease of use,
and forward/backward compatibility. Similarly, as the price
of new 10GigE hardware falls and adoption grows, it may
be used instead of proprietary interconnects when very low
latency (below 20 microseconds) is not required. The de-
velopment of remote direct memory access (RDMA) over
Ethernet and TCP/IP [31] will further decrease user experi-
enced latencies and ease programming challenges.

One of the main benefits of using TCP/IP with Ether-
net is the standard sockets interface. It is easy to program
with, and virtually all applications rely on it. With a high-
performance TCP (such as Rude TCP), applications will
not need to be rewritten to use proprietary network APIs
as found with other OS-bypass capable protocols such as
Quadrics/Elan, Myrinet/FM, Myrinet/GM, InfiniBand, and
so forth. Furthermore, while installation and configuration
of Ethernet is trivial (and rude TCP/IP is readily available,
see Appendix A), the aforementioned OS-bypass protocols
and hardware are more difficult to work with.

2.2. TCP With Congestion Control

The most prevalent TCP congestion control method,
that found in “TCP Reno,” simply maintains a flow window
(fwnd, the amount of buffering on the local host) and
a congestion window (cwnd, the maximum amount of
data out in the network). Successfully acknowledged
transmissions increasecwnd to probe the network. Losses
(or other congestion events such as explicit congestion noti-
fication) decreasecwnd under the assumption the network
is congested. Reno simply maintains the invariant:

packets out <= min(cwnd, fwnd)
to avoid overloading the network or overrunning the
receiver.

The congestion window starts at 1 packet and ideally
doubles each round-trip time (RTT) during the start of a
connection (“slow-start” phase). After the first loss occurs,
the congestion window is cut in half and Reno enters “con-
gestion avoidance” phase. Here, Reno increases the con-
gestion window by one packet per RTT until another loss
occurs. Then Reno halves the congestion window and con-

tinues in congestion avoidance. This additive increase, mul-
tiplicative decrease (AIMD) behavior has provable math-
ematical properties in terms of long-term fairness among
flows and has served well in communication networks for
the past twenty years.

Unfortunately, this mechanism suffers from several well-
known problems including:� Unfairness between flows with differing round-trip

times and window sizes. [13]� Multifractal behavior in terms of buffer lengths, rates,
etc. on the network. [28]� Sudden, dramatic network rate changes that are prob-
lematic for visualization tools, or any real-time audio
or video transmission. [19]� Incompatibility with other congestion control mecha-
nisms. [22]� Congestion inferred from loss that is not always appro-
priate, such as with wireless networks. [1]� Difficulty in tuning connection parameters. [26]� Inappropriateness on high-delay networks (if you had a
loss 100ms ago, should you still cut your window?) [4]

These problems have led researchers to constantly rein-
vent the wheel with reliable UDP protocols (such as in
[7, 8, 30]). It has also proven to be a great way to keep
network researchers busy inventing a plethora of other con-
gestion control methods (see the Related Work, Section 6)
or jury-rigged patches to avoid some subset of the problems
above. Many have been proposed and implemented, but few
have been put into widespread use. We assert that a more
rational approach is simply to turn off congestion control
when one of the extenuating circumstances described above
applies. Many scientists have been clamoring for a simple
way to “just turn it off”– this work provides an appropriate
method for doing so.

We must note at this point that the current Internet trusts
the end hosts implicitly. Any user could already be using the
mechanism from Rude TCP (turning off congestion control)
without changing the bits in the header. The only way to
detect this is via work in “smart routers” (see Section 6).

2.3. TCP Without Congestion Control

If we were to disable congestion control in TCP,
the sender would be able to transmit as much data
as their flow control window could hold. Assuming
the application always has data to send (not “applica-
tion limited”) this means that at any time during the
connection, they would be only flow-window limited.
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Therefore, if “bandwidth” is the bandwidth of the bottle-
neck link, the fraction of the link utilized is given by:flow windowbandwidth�delay .
And the overall bandwidth a flow experiences would be
simply the bandwidth times this fraction, which reduces to:flow windowdelay .

With the application of work in TCP buffer autotuning
such as with DRS [12, 15, 34, 35], ENABLE [32], Linux
Autotuning [33], and other autotuning approaches [24, 29]
the flow window can fluctuate based on the delay; allowing
maximal performance on all networks.

What Rude TCP does is recover the bandwidth wasted
by congestion control in circumstances where it is not re-
quired, as in dedicated clusters. Graphically, this wasted
bandwidth can be seen as the gray area in Figure 1. This
figure shows the bandwidth wasted for a typical TCP Reno
flow over a network with a largebandwidth� delay prod-
uct; for lower bandwidth or delay the figure would be com-
pressed horizontally.
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Figure 1. Bandwidth Reclaimed by Rude TCP

3. Implementation

In Linux [33] and other “real-world” operating systems
the TCP stack is part of the kernel, so we must make some
kernel-level modifications. However, since all we are doing
is adding code to control the congestion control mechanism,
the changes required are minimal.

3.1. Software Details

First we add asysctl call (also exported via theproc
file /proc/sys/net/ipv4/tcp rude) that enables or
disables rude flows on a system-wide basis. This allows the
system administrator to decide whether or not users may

create rude flows. Rude flows are by default disabled, so
unless the administrator explicitly decides to enable them
Rude TCP has no effect. Sample commands and user-level
code for this section can be found in Appendix A.

Then, we add a TCP-level socket option called
TCP RUDE. This enables or disables congestion control on
a flow-by-flow basis if it is allowed on the system. It also
allows a user to check whether a socket is currently being
polite or rude.

Finally, after a flow is set to be rude, the kernel marks all
packets as rude using one of the reserved flag bits in the TCP
packet header. Figure 2 shows the TCP header for reference
(vertical gray lines indicate one bit; each row is one 32-bit
word).

Checksum
HLen

Padding

Sequence Number
Acknowledgement Number

Flags Window
Urgent Pointer

Options

Source Port Destination Port

Figure 2. TCP Headers

Marking packets from rude flows is required to avoid
congestion collapse in today’s Internet– routers will have
the ability to kill Rude flows by droppingall packets or
sending aRESET packet, giving inappropriate users no re-
ward. Furthermore, as evidenced by the roll-out of ECN
over the past few years, many routers already drop packets
if their “reserved” bits are not zero. Thus rude flows will
have problems traversing shared public links even if those
links do not know about rude TCP.

Eight bits of flags have already been defined, with four
bits remaining. We use the lowest of these to indicate a
Rude TCP flow and we refer to it as therude bit. Fig-
ure 3 shows the flags field in the TCP header, with the rude
bit highlighted. For completeness, the other flags stand for
congestion window reduced, explicit congestion echo, ur-
gent, acknowledgement, push, reset, synchronize, and fin-
ish [9, 13]. Further details are outside the scope of this pa-
per.
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Additive Increase Multiplicative Decrease

Windows R1 = R0 + 1 F1 = F0 + 1 R1 = 12R0 12F1 = F0
Constant (R1 � F1) = (R0 � F0) Decreases (R1 � F1) < (R0 � F0)

Absolute Proof: (R1 � F1) = Proof: (R1 � F1) =
Difference ((R0 + 1)� (F0 + 1)) = ((R0=2)� (F0=2)) =(R0 � F0): (R0 � F0)=2:(R0 � F0)=2 < (R0 � F0)

Decreases (R1 � F1) < (R0 � F0): Constant (R1 � F1)=F1 = (R0 � F0)=F0:
Relative Proof: (R1 � F1)=F1 = Proof: (R1 � F1)=F1 =
Difference ((R0 + 1)� (F0 + 1))=(F0 + 1) = ((R0=2)� (F0=2))=(F0=2) =(R0 � F0)=(F0 + 1): ((R0 � F0)=2)=(F0=2) =(R0 � F0)=(F0 + 1) < (R0 � F0)=F0 (R0 � F0)=F0:

Table 1. Mathematical Convergence of Rude ( R) and Fair ( F ) cwnd

3.2. Semantics of Turning Off The Rude Bit

Flows which have been rude may later wish to “become
good network citizens” by turning congestion control back
on (because, for example, a router may only filter rude flows
during peak hours or because our process is migrating to an-
other node). This requires that the accounting for the flow’s
packets in the network be brought in line with its current
congestion window. Our Linux implementation decouples
the congestion window calculations from the actual sending
code, so Rude TCP knows the fair congestion window even
if it is not used.

There are three cases to deal with, depending on the
number of packets actually in the network, the current ac-
tualcwnd, and the urgency of the flow to stop being rude.

In the first case, the flow has no more packets in the net-
work than it should. Here we simply stop marking pack-
ets “rude” and continue in the normal congestion avoidance
phase.

In the second case, the flow has more packets in the net-
work than it should and wishes to immediately stop mark-
ing packets rude. Here we stop marking packets “rude” and
start using the appropriatecwnd as though a serious con-
gestion event has just occurred.

In the third case, the flow has more packets in the net-
work than it should but does not want to immediately cut its
sending rate. Here we enter the congestion avoidance phase
using an artificialcwnd based on the number of packets
currently in the network and continue marking packets rude.
We perform all operations affecting the congestion window
on both the artificial and actualcwnd variables. These two
disparate values will eventually converge to a single value
reflecting the fair share of bandwidth the flow should have
in the network. When this occurs we stop marking packets
“rude” and continue using the single correctcwnd.

Mathematically, you have two congestion windows,R
(for Rude, the artificial window) andF (for Fair, the actual
window), whereR > F . Each change happens to bothR

andF simultaneously. We consider the two primary Reno
events of additive increase and multiplicative decrease, and
consider the absolute difference(R � F ) and proportional
difference(R� F )=F between the two windows.

Table 1 shows mathematically how the congestion win-
dows change. For each additive increase, the relative differ-
ence between the rude and fair windows falls. Over time, it
becomes insignificant compared to the sizes of the windows
themselves. Similarly, for each multiplicative decrease that
occurs, the absolute difference in the windows is halved.
Together, these drive both the windows to the same value.

Figure 4 gives an example of this behavior. It represents
a 1Gb link with 100ms RTT and 1500 byte MTU, giving an
idealcwnd of 8333 packets. Initially, Rude TCP utilizes
90% of the link while two other flows (not shown) share
the remaining 10%. At time zero, Rude TCP decides to be
fair and begins maintaining a artificial congestion window.
It then proceeds through several additive-increase, multi-
plicative decrease cycles until the rude and fair windows
converge to within 1% (an arbitrary value) at which point
the flow is no longer considered Rude.
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4. Experiments

As a minor modification to the real-world Linux 2.4 net-
work stack, Rude TCP is more than just the original con-
gestion control free TCP of two decades ago. It includes all
the tweaks and changes required to move from the Internet
Engineering Task Force’s RFCs [2, 9] into the real world.
Our tests exhibit behaviors one could expect to see in live
networks.

Our tests were performed on three high-end, Intel-based
machines. Each has two 3.06GHz Intel Xeon processors
with Hyperthreading enabled, 2GB memory, a 120GB serial
ATA hard drive, two PCI-X slots running at 100MHz, and
two on-board copper Ethernet ports at 100Mbps and 1Gbps
speeds. We used the on-board Gigabit Ethernet and a 10-
Gigabit Ethernet card in one PCI-X slot for the following
tests. Two of these machines were used as a traffic source
and a traffic sink, respectively, while the third was used as
a wide-area network emulator (WAN) in some tests. We
believe this hardware is representative of the type that will
be used for clustering in the near future.
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Figure 5. Network Topology

Figure 5 shows the connections between these machines.
The thin black lines represent the 100Mb (Intel e100) cop-
per Ethernet connections used for management of the ma-
chines. The thick black line represents the 10Gb (Intel ixgb)
fiber Ethernet connection between the two main testing ma-
chines. The intermediate black line represents the 1Gb
(Intel e1000) copper Ethernet connection between the two
main testing machines. The two gray lines represent an al-
ternate wiring of the 1Gb Ethernet connections through the
third machine for WAN emulation; a second 1Gb Ethernet
card was added to that machine for this purpose. The rout-
ing mode of the kernel-level tool TICKET [36] performs
this emulation.

Tests were run using the benchmarking programs
nttcp andiperf. Management was accomplished with
ssh. We consider the following parameters:� TCP congestion control mechanism: Normal TCP

Reno versus Rude TCP Reno� Transfer sizes: 1MB, 4MB, 32MB, 64MB, 128MB,
and 256MB

� Network speed: 1Gb or 10Gb� Loss rate: 5%, 2%, 1%, 0.1%, or 0.01%� Delay: back-back (sub-millisecond) or emulated WAN
(100ms)

The delay varies depending on the interface (see Table
2), and the WAN emulator can induce an additional 100ms
delay (one thousand times greater than the back-to-back
tests). Unfortunately we are only able to test the 1Gb (or
slower) Ethernet in this WAN configuration as the emula-
tor does not currently support the newly released 10GigE
cards, and Los Alamos National Laboratory does not have
sufficient connectivity to test in a “live” network.

Interface Min. Avg. Max.

100Mb Copper 87 88 196
1Gb Copper 66 129 360
10Gb Fiber 28 30 100

Table 2. Interface Ping times (microseconds)

We perform 10 experiments with each set of parameters
and present the arithmetic mean of the results. We wait
at least five seconds between each test and flush the route
cache of slow-start and congestion windows that Linux
maintains each time; this is necessary for each experiment
to be independent without actually rebooting the machine
between tests.

These experiments had only minimal tuning for perfor-
mance, so the results presented are the results one could ex-
pect from this hardware under normal circumstances (i.e.,
“out of the box”) rather than the best-case or optimal cir-
cumstances. The only tuning that was performed was to set
send and receive buffer sizes; the kernel was set to an 8MB
default and 32MB maximum buffer size, nttcp allocated a
16MB (large) send buffer, and iperf allocated a 64KB (de-
fault) send buffer. These sizes were used in all tests.

Note that the ideal buffer sizes are based on the actualbandwidth� delay product of a given link. Using the data
given in Table 2 we can calculate the ideal sizes, if we were
to statically tune buffers.

Interface Min. Avg. Max.
100Mb Copper 1.06 KB 1.07 KB 2.39 KB
1Gb Copper 8.06 KB 15.7 KB 43.9 KB
1Gb Copper/WAN 12.2 MB 12.2 MB 12.2 MB
10Gb Fiber 34.2 KB 36.6 KB 122 KB

Table 3. Ideal Static Buffer Sizes
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Allowing iperf to use the large buffers in all cases, we
never need to worry about being flow window limited. On
the other hand, with nttcp using small buffers it does not
permit large traffic bursts or reduction in the send window
by more than 32KB at a time. We can think of the iperf
results as the “dumb” approach; just allocate a lot of mem-
ory and let things run. The nttcp results are arguably the
“smart” approach; if you know the bandwidth delay prod-
uct tune your buffers appropriately. (See the discussion of
buffer tuning in Section 2.3).

5. Results and Analysis

First we discuss the back-to-back tests over one- and ten-
gigabit links with negligible loss. Then we consider the ef-
fect of loss on these cases. Last we consider the one-gigabit
WAN link under various loss conditions.
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Figure 6. Iperf 1GigE Back-to-Back Reno
Tests
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Figure 7. Nttcp 1GigE Back-to-Back Reno
Tests

5.1. One Gigabit, Local Configuration

Figures 6 and 7 give the iperf and nttcp performance for
stock flows. The nttcp graph is more horizontal with re-
spect to transfer sizes than the iperf graph, but qualitatively
the results are generally the same. The difference in results
between the two programs (in particular, the stability in the
nttcp results) is due mostly to the small buffer nttcp is using,
which we discussed at the end of Section 4. Nttcp is also
dramatically simpler (single process, no call-back timers,
and so forth; this simplifies the issue), and performs timing
slightly differently.

Figures 8 and 9 give the iperf and nttcp performance for
Rude TCP flows. Rude TCP is not as sensitive to loss.
When packets are dropped, they are simply retransmitted
(we use a kernel patch on the sender that drops the packet
immediately before it is transmitted to induce these losses).
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Figure 8. Iperf 1GigE Back-to-Back Rude
Tests
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Stock Reno attempts to be “a good network citizen” in
graphs 6 and 7, even though there are no other flows to be
good citizens toward; as the loss rate increases it cuts back
its sending rate. Performance falls from 95% utilization of
the link to under 30% utilization, under the assumption that
losses are caused by congestion rather than other possibili-
ties such as a wireless connection, flaky media or malfunc-
tioning router. We have seen the latter two due to overheat-
ing when a cooling fan fails, for example.

For the stock iperf graph (Fig. 6), the 0.01% and 0.1%
loss cases are identical for short transfers, as it is likelythat
they will “complete” (that is, send all data to the kernel
buffers) before a loss is induced. The 0.01% loss case is
effectively zero loss when selective acknowledgements are
enabled and the RTT is so low.

With Rude TCP, iperf and large windows (Fig. 8) there
is enough buffer space that that we can avoid bubbles in the
transmission stream when losses occur. The more data we
send, the less the loss ratio matters– for 256MB transfers a
loss of one in twenty packets is about the same as a loss of
one in a thousand. When the loss rate is only 0.01% (effec-
tively zero) Rude TCP and Reno TCP perform almost iden-
tically. There is a slight performance improvement in Rude
TCP due to avoiding the slow-start phase, but this would
only be significant if a user sends very small messages (un-
der 4MB), each over a separate TCP connection. The drop
in bandwidth acquired with the increase in transfer size is
counterintuitive, but is due to several factors.

First is the increased probability that the benchmark-
ing program will not be running on the processors on both
source and sink for the full duration of the transfer. The
Linux scheduler runs every 10ms, so for transfers above
1MB the benchmarking program will be forced to wait;
for the largest transfers packets may be dropped while the
benchmarking process is waiting to be rescheduled.
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Figure 10. Iperf 10GigE Back-to-Back Reno
Tests (1500B MTU)

Second is inefficiencies in the kernel’s memory manage-
ment, the larger the transfer the more memory must be allo-
cated and handled in the kernel.

Third is that larger transfers may trigger heuristics in the
cards that slow them down; that is, when they see a sus-
tained burst of packets for a given period they are more
likely to transmit link-layer “source quench” flow-control
packets which force the sender to slow down. Were we to
test very large transfers (multi-gigabyte) the effect of these
issues would be amortized and performance would again
improve.

With Rude TCP we see a 65-70% utilization of the link
under the most extreme loss (Fig. 8 and 9), as compared
to stock TCP which attains about half the performance with
only 30% utilization (Fig. 6 and 7). The only overhead of
all these losses are the resources wasted preparing and trans-
mitting the packet that did not reach its destination. This
means a slightly higher CPU utilization (proportional to the
number of losses, at most 5% in our tests), but packet losses
here do not affect resources in the network because drops
are induced by kernel code on sender.

5.2. Ten Gigabit, Local Configuration

Figures 10 and 11 give the iperf performance for stock
and Rude TCP over the ten gigabit Ethernet connection and
various loss parameters. The maximum value on the Y-axis
has been increased from 1Gbps to 4.5Gbps.

At a high level, we see the same pattern as we hope to see
in all of our graphs (and that we did indeed see in Section
5.1): performance increases with the length of the transfer
and decreases with the increased probability of loss. Ideally
longer transfers mean:

1. A better chance to reach the maximum, a steady
streaming state
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2. Better acknowledgement clocking
3. Lower overhead per packet
4. Time to recover from minor losses

Streaming state is when our flow and congestion window
are fully opened and we are limited only by the hardware;
that is, TCP Reno has finished limiting itself with slow start
and data flows over the network as fast as possible. This
goes hand-in-hand with good acknowledgement clocking,
which is when acknowledgements come evenly spaced with
our sending rate. This allows more data to be sent out in
well-spaced intervals, which improves performance [16].

The total overhead per data packet when averaged over
the lifetime of a connection depends on connection start-up
and shut-down time, the time to generate packet headers and
checksum, as well as the various copies to/from user space,
kernel space, and to the driver. Larger transfers mean that
start-up and shut-down time is amortized over more packets.
They also mean that more data may be copied at one time
from user space to kernel space, amortizing copy overhead.

In Figure 10 we see that while performance increases
with transfer size for the lowest loss cases (0.01% and 0.1%)
it stays about the same or decreases with higher loss. This
is because under heavy loss conditions the benefits 1, 2, and
3 of longer transfers do not apply– Reno is continually cut-
ting its window (dropping out of streaming state), losing ac-
knowledgement packets (worse acknowledgment clocking),
and suffering higher overhead per packet (due to retransmis-
sions).

The difference between Figures 10 and 11 is just as pro-
nounced as with the earlier 1-gigabit Ethernet results. While
stock TCP’s bandwidth falls by over two-thirds (from al-
most 3Gbps to 900Mbps), bandwidth of Rude TCP only
falls to about 1.8Gbps under loss– about twice the perfor-
mance. Again, the low-loss curves are almost identical be-
tween stock TCP and Rude TCP.
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Tests (8160B MTU)

Iperf results, even with Rude TCP, are much more sen-
sitive to loss at 10GigE speeds than at 1GigE speeds. This
is because to achieve good performance it is imperative that
large buffers be available to DMA to the NIC and that ev-
erything streams cleanly. As soon as we encounter a bubble
(a loss) we have to re-build and retransmit individual pack-
ets. This is very inefficient and our performance begins to
be limited by hardware memory and bus bottlenecks.

When we increase the Maximum Transmission Unit
(MTU) to just under 8K, the results (Figures 12 and 13) are
quite different. The larger packet size fits more cleanly with
the underlying hardware page size (8160=8192-32; this is
two 4KB pages of memory on x86 hardware, less 32 bytes
for accounting and headers). The larger size also means that
there is less overhead per copy, as discussed earlier.

However, the most important factor by far is that a
larger Ethernet MTU allows a larger TCP maximum seg-
ment size. This in turn allows TCP congestion control op-
erations, performed in units of packets, to adapt much more
quickly ((8160-20(IP)-20(TCP))/(1500-20(IP)-20(TCP))=
5.6 times as fast). This means the initial slow start phase
is completed more quickly, and when a loss occurs it takes
just over one-sixth the time to recover from it,

Because of these factors, there is very little difference
between the Regular and Rude TCP graphs in Figures 12
and 13. Rude TCP still performs better for small transfers
because it avoids slow start, but otherwise performance is
nearly identical. This includes the strange fall at 128MB
transfers and high loss.

We attribute this odd but consistent performance slump
to the three factors discussed at the end of Section 5.1. It
appears that the high loss rate causes havoc with the mem-
ory management subsystem in the kernel and makes packet
retransmissions very expensive. Other factors such as bad
heuristics in the TCP stack may also be involved.
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5.3. One Gigabit, Wide-Area Configuration

This section returns to the 1GigE link, but increases the
delay by 100ms. While the prior two sections were repre-
sentative of message passing within a cluster, this section
addresses dedicated grid environments– where the speed of
light comes into play as we transfer information across a
large country or an ocean.

Figure 14 gives the performance for stock TCP Reno
over the emulated WAN link. Note that the y-axis has a
maximum value of only 60 Mbps. For small sizes and the
lowest drop probabilities, performance goes up to a meager
50Mbps. For higher drop probabilities, all the curves blend
together with bandwidth on the order of a few hundredKilo-
bitsper second.

The “no loss” line in Figure 14 means no programatically
induced losses (which we control in the kernel). Losses may
still occur due to link-layer bit errors or buffer overruns in
the NIC’s memory (which are beyond our control). This is
likely what happened for the 32MB case; a congestion event
occurred throwing the connection out of slow-start and forc-
ing it into congestion avoidance phase.

The problem is the bandwidth-delay product of this
network: about 12.5 MB of data. The “congestion
avoidance” phase of TCP takes 4,280 round trip times:
( 12 � 12; 500; 000bytes=1460 (bytes/segment)). That’s over
seven minutes. Unfortunately, we inevitably suffer more
losses before we get that far– thus the awful performance.
In these kind of networks, it is imperative that loss be mini-
mized or we take another approach (See Section 6).

Figure 15 shows the performance of our Rude TCP
under the same conditions, 100ms RTT and varied loss
rates. The maximum on the y-axis has been increased to
400Mbps. While nowhere near the link’s capacity, we are at
least seeing performance on the order of megabits instead of
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Figure 14. Iperf 1GigE WAN Reno Tests

kilobits. In fact, in cases where stock TCP achieves only
500Kbps Rude TCP achieves over 25Mbps; a factor of
50 improvement. In all but the 128MB transfer case, we
achieve at least an order of magnitude improvement over
stock TCP.

The main reason that Rude TCP does not attain higher
performance is because very long transfers are required to
adapt to such a high delay. This is not due to a requirement
for the congestion window to open, but for the heuristics in
the stack (which we explicitly flush between flows for inde-
pendent tests) to adapt. High-delay networks will always be
hard to deal with– it is not always clear what action to take
when your information is already a tenth of a second old.

6. Related Work

There are many approaches to deal with problems in high
bandwidth-delay networks. Here we simply discuss avoid-
ing the problem by turning off congestion control. Others
attempt to solve the issues with congestion control in vari-
ous ways.

One idea is using segment sizes that scale with the de-
lay, in this case by a thousand times: 1.5MB packets. This
is not feasible because the switching is too difficult and
there are blocking issues at high speeds. Others propose al-
ternate (but Reno-compatible) congestion control methods
such TCP Vegas [5] or the Vegas-derived FAST TCP [6],
Scalable TCP [18], or HighSpeed TCP [14].

We have mentioned that a mechanism is necessary for
controlling malicious flows, as embodied by smart router
work [11, 17]. In this case, routers act as police– if a flow
misbehaves, it is killed. One easy way to do this is to select
packets at random and model the congestion control method
of their connection; if it doesn’t conform drop all its pack-
ets.
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One final benefit of a congestion control free TCP is that
it is significantly easier to implement; one possible way to
use this idea is to make an OS-bypass capable TCP that
runs on a smart NIC’s embedded processor or a memory-
integrated network interface [21].

7. Conclusion

We shown that Rude TCP is more than just the conges-
tion control free TCP of the 1980s, it is a real-world Linux
implementation of TCP with all the improvements made in
the past two decades. Our results exhibit the massive perfor-
mance increases this can achieve in several circumstances
relevant to dedicated cluster and grid computing, while still
considering fairness issues for shared links. We have also
discussed the benefits of TCP/IP, among them that appli-
cation writers can achieve the performance of OS-bypass
protocols without having to re-write their applications.

The network performance results on the high-end hard-
ware used for these tests has been interesting in its own
right. The results indicate that we are close to a complete,
drop-in solution. All the pieces exist: inexpensive high-
performance network hardware, automatic buffer tuning (as
in DRS), improved congestion control, a plethora of per-
formance tweaks (selective acknowledgements, fast retrans-
mits, etc.) already in everyday stacks, and now a simple
way to turn off congestion control. When these techniques
become more widely adopted, truly high-performance TCP
will be readily available for dedicated clusters and grids.
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A. Sample Use

This Appendix describes the commands and code that a
user of rude TCP would use to enable and work with the
Linux implementation.

The first step is to download and apply the kernel patch.
In a web browser go to the Radiant website [27] and and
look for the rude tcp patch for an appropriate kernel on the
‘software’ page. Go to the directory where you have the
uncompressed kernel sources and apply the patch with:

patch -p1 < rude tcp-2.4.20.patch
Then build and install the kernel as usual, and reboot into it.

Next, enable rude flows for this machine via the/proc
filesystem:

echo 1 > /proc/sys/net/ipv4/tcp rude
Any user may see if this is enabled via

cat /proc/sys/net/ipv4/tcp rude
but only root may change its value (0=disabled, 1=enabled).
Remember thanenablingrude flows means allowing users
to disablecongestion control.

Finally, you must add asetsockopt call to your pro-
gram with the file descriptor of the socket to make that spe-
cific flow rude.

int rude=1;
setsockopt(fd, IPPROTO TCP, TCP RUDE,

&rude, sizeof(int));
You may also check if a given flow is rude with:

len = sizeof(int);
getsockopt(fd, IPPROTO TCP, TCP RUDE,

&rude, &len);
At this point, you will have a reliable byte stream without

congestion control that your application can use just like
any other. If you want to turn congestion control back on
later (turn off rude TCP), simply callsetsockopt again
with an appropriate parameter.� RUDE ON (=1): Turn on rude TCP� RUDE OFF NOW (=0): Turn off rude TCP immedi-

ately, inducing a congestion event if necessary.� RUDE OFF NICELY (=2): Turn off rude TCP as soon
as the artificial and actual congestion windows con-
verge.
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